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Programowanie JavaCard

* Przygotowanie do zajec
— dokumentacja JavaCard i GlobalPlatform
— srodowisko programistyczne
— karta JavaCard

* Potrzebne wiadomosci

— jezyk angielski w stopniu pozwalajgcym
na czytanie dokumentacji technicznej

— sktadnia polecen i odpowiedzi APDU
— podstawowa znajomosc sktadni jezyka Java
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e GlobalPlatform
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Figure 3-1: GlobalPlatform Card Architecture
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e Stany karty

— OP_READY

— INITIALIZED

— SECURED

SECURED
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— TERMINATED

CARD_LOCKED
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Figure 5-1: Card Life Cycle State Transitions
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Command OP_READY [ INITIALIZED SECURED |CARD_LOCKED | TERMINATED
DM DM

ISD sD SD | ISD sD SD |ISD
DELETE
Executable Load File
DELETE
Executable Load File
and related
Application(s)
DELETE Application | v v v
DELETE Key
GET DATA v v v v v v v
GET STATUS v v v
INSTALL [for load]
gSTALL fformstal] | , | o1 L,
INSTALL [for make
selectable] (1} Y1 i v
INSTALL [for
extradition]
INSTALL [for
personalization]
LoaD m
PUT KEY v v v
SELECT v v v v v v v
SET STATUS v v v
STORE DATA v v v

Table 9-1: Authorized GlobalPlatform Commands per Card Life Cycle State
ISD: Issuer Security Domain.

DM SD: Application Provider Security Domain with Delegated Management privilege.
SD: Application Provider Security Domain without Delegated Management privilege.
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* tadowanie apletu do pamieci karty

— SELECT
— LOAD
— INSTALL

Host Issuer Security Domain OPEN Security
Domain with

DAP verification
B—SELECT Issuer Security Domain —
|

SELECT
44— SELECT Response—————®
I
Optional
Authentication Process
|
| | INSTALL »
INSTALL 1
[for load)] validate request
44— |NSTALL Response —————H
| i il
{ B - LOAD - -omoe oo . d Data Block
. : Signature
LCA[:' _: =tore | 03 File
| b ke LOAD Response----—---—-—--
|
] LOAD > Verify Load File Data Block Hash
Store Load File
LOAD | create and register Executable
(final) Load File and Executable
Module(s)
4—— | OAD Response ———a
L INSTALL > _
validate request
IN S_TA LL ‘ install and register
[for install] INSTALL Response Application
‘ Unspecified Unspecified
APDU Interface interface interface

Figure 6-3: Load and Installation Flow Diagram
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* Oprogramowanie

— sSrodowisko JavaCard 2.2.1

* Development Kit User’s Guide (cJDK_Users_Guide.pdf)

—JavaCard 2.2.1 2> Java l.4

cap fikes containing the
framewcrk Java Cand
Runtime Enwirenmeant,

anc appket implkemantations

frontend VI

off-card installer
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* Rodzaje plikow
— kod zrédtowy aplikacji (*.java)
— skompilowany kod aplikacji (*.class)
— skonwertowane pliki aplikacji (*.jar, *.jca, *.cap)
 JCA (java card assembly) — ,human-readable” ©
* CAP (converted applet)

— pliki z informacjami o klasach (*.exp)
— pliki skryptéw (*.scr)
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* Elementy jezyka Java
— typy danych

* boolean, char, byte, short, int, long, float, double, void
e obiekty!
— deklaracje danych

char ¢ = Yx'
Character ch = new Character ('x’);

String s = new String("a string");
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* Elementy jezyka Java

— wyrazenia
x +y - 2/2 + z;
x * (y - 2)/(2 + z);

— przypisania
int x =1, v =2, z = 3;
int a =x +vy - 2/2 + z;
int b = x + (y - 2)/(2 + z);

— polecenia kontrolujgce dziatanie programu

if (Boolean-expression) <statement> else <statement>

while (Boolean-expression) <statement>

do <statement> while (Boolean-expression)
for(initialization; Boolean-expression; step) <statement>
break

continue
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* Elementy jezyka Java
— klasy, pola, metody

public class Documentationl {
public int 1i;
public void f£() {}
public int g() {
return 0O;
}
public static void main(String[] args) {
System.out.println (new Date());
}
}
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Przyktady

— program karty

import javacard.framework.*;

public class HelloWorld extends Applet {

public static void install (
byte[] bArray, short bOffset, byte bLength) {}

public void process (APDU apdu) ({
byte buffer[] = apdu.getBuffer();
apdu.setOutgoing () ;
apdu.setOutgoingLength ( (short) (echoOffset + 5) );
apdu.sendBytes ( (short)0, (short) 5);
apdu.sendBytesLong ( echoBytes, (short) 0, echoOffset

) ;
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e Zadania

— program ,,Hello <student>"
» symulator (program i logi, 5 polecen APDU)
 karta (logi komunikacji z kartg, 5 polecerit APDU)

e przestanie na adres:

— marek.goslawski@put.poznan.pl

Zadanie 1: , Hello <student>"” — symulator wystacé na adres:
Zadanie 2: ,Hello <student>" — karta marek.goslawski@put.poznan.pl
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* Uruchomienie srodowiska karty

— kompilacja kodu

e javac.exe (zj2sdk)

— nalezy dobrac wersje java do wersji javacard
— wymagane biblioteki z javacard

e wejscie *.java, wyjscie *.class
— konwersja plikdw wynikowych
e converter.bat (zjcsdk2.2)
* wejscie *.class, wyjscie *.jca, *.exp, *.cap

Zadanie 1: , Hello <student>"” — symulator wystacé na adres:
Zadanie 2: ,Hello <student>" — karta marek.goslawski@put.poznan.pl
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* Uruchomienie srodowiska karty

— generowanie skryptow
e scriptgen.bat (zjcsdk2.2)
e wejscie *.cap, wyjscie *.scr

— C-language Java Card Runtime Environment
e cref.exe (zjcsdk2.2)

* wejscie *.scr

Zadanie 1: , Hello <student>"” — symulator wystacé na adres:
Zadanie 2: ,Hello <student>" — karta marek.goslawski@put.poznan.pl
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pl2: 00 |
W2: 00

Jaua Gard 2.2.1 C Reference Implementation Simulator {version B. 41) B2 PO, B0, BB . 06
32-hit Address Space implementation — with cryptography support ! ! ! ! !
Copyright 2003 Sun Hicroszystemsz, Inc. All rights reszerved. , 93! 89, Ba! 91! 63

Memory configuration
Type Baze Size Max Addr . @3, 8[’], @EI, @3, B3

RAM Ax@ AxBAA  Bx?ff , Le: BB, SW1: 90, §

ROM @x2000  Bxh@0@ Oxcfff
W2: 08

E2P Bx180820 Bxffeld Budffff

ROM Mazk size = HxBe 35 36485 hytes i

Highest ROM address in mask = Bxae34 44596 hytes W2: 00

Space availahle in ROM = Bx2ich 8651 hytes Be. 26. 2b. BB. Oc¢
EEPROM (BxffeB bytes> restored from file "Hellolorld.eeprom® : : DT '
Uzing a pre—initialized Hask 1 93, Sll'll2 ["]["]

d bytecodes executed. W2- Af

Stack size: B0284 (Bx@188> hytes. A8AAA (BxAABA> maximum used )

EEPROM use: 88369 (@x2@b1> hutes consumed, 57135 (Bxdf2f> available W2: 00
Tranzaction buffer: B8888 (AxBA0A> butes conzumed, B3560 (BxB@de8> availahle
Clear—On—Reszet RAM: BA163 <B@xBBa3> hytes consumed, BAZ285 (Ax@iid> availahle . . .
Clear—0On-Dzel. RAM: 88825 (AxB81?> butes conzumed, B8231 {(Bx@8e?> availahle s 15 SLH)JECt to :llC
T=A protocol error. tBRcuDatal)> called. command iz case 1 opr 2.
T=B protocol error. tBRcuDatad> called, command iz case 1 or 2.

Kecelved HIK = UXJh UXTU UX1l UXOU UXTT UX0U

CLA: 00, INS: a4, P1: 04, P2: 00, Lc: 09, aB, 00, 00, 00, 62, 03, 01, 88, 01, Le
: 00, SW1: 90, SW2: 00

CLA: 8@, INS: b8, P1: 00, P2: 00, Lc: B¢, Oa, a@, 00, 00, 00, 62, 083, 01, Oc, 01
01, 00, Le: Ga, al, 00, 00, 00, 62, 03, 01, Oc, 01, 01, SW1: 908, SH2: 00

Zadanie 1: , Hello <student>"” — symulator wystacé na adres:
Zadanie 2: ,Hello <student>" — karta marek.goslawski@put.poznan.pl
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Java Card 2.2.1 APDU Tool, Version 1.3
Copyright 2003 Sun Microsystems, Inc. All rights reserved. Use is subject to license terms.
Opening connection to localhost on port 9025.
Connected.
Received ATR = 0x3b 0xf0 0x11l 0x00 Oxff 0x00
CLA: 00, INS: a4, Pl: 04, P2: 00, Lc: Oa, a0, 00O, 0O, 00, 62, 03, 01, Oc, 01, 01,
Le: 0f, 00, a4, 04, 00, 0Oa, a0, 00, 00, 00, 62, 03, 01, Oc, 01, 01, SwWl: 90, Sw2: 00
CLA: 00, INS: 00, P1: 00, P2: 00, Lc: 00, Le: 00, SW1l: 6f, Sw2: 00
CLA: 00, INS: 00, P1: 00, P2: 00, Lc: 05, al, a2, a3, a4, a5,
Le: 0a, 00, 00, 00, 00, 05, al, a2z, a3, a4, ab5, SwWwl: 90, sSw2: 00
CLA: a0, INS: al, Pl: a2, P2: a3, Lc: 00, Le: 00, Swl: 6f, Sw2: 00
CLA: a0, INS: al, Pl: a2, P2: a3, Lc: 05, bl, b2, b3, b4, b5,
Le: 0Oa, a0, al, a2, a3, 05, bl, b2, b3, b4, b5, sSwWwl: 90, SW2: 00
CLA: ff, INS: ff, Pl: ff, P2: ff, Lc: 05, al, a2, a3, a4, ab,
Le: 0a, ff, ff, ff, ff, 05, al, a2, a3, a4, ab5, Swl: 90, Swz2: 00

Zadanie 1: , Hello <student>"” — symulator wystacé na adres:
Zadanie 2: ,Hello <student>" — karta marek.goslawski@put.poznan.pl
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* |nstalacja na karcie

A | 1 1 L d [ % Key-set Manager ] |
pplication Loader —
Key-zet file:
® KI u Cze | C:\Program Files (x86)\0berthur Technologies\Application Loader V1.8.1\Key J
H °_] Feyp-zets ﬂ
— jeden klucz ,,matka” # Demo ISK ki cards

- % Demo key-set - Shatic

404142 43 44 45 46 ... 4F - i o

& Kep-set diversified fom tag 'CF', one master key
g-----nxm K.ep-zet verzion : 00

— dywersyfikacja ,from tag CF” o Kot 0

% Mazter key : 40041 42 43 44 45 46 47 48 49 44 4B 4C 40 4E 4F
— Card Manager AID:
A0 00 00 00 03 00 00 00

Secure Messaging

& Ma [Clear mode)

" Integrity Only (S MAC) aK | Cancel

" Confidentiality and Integrity (S DEC)

Zadanie 1: , Hello <student>"” — symulator wystacé na adres:
Zadanie 2: ,Hello <student>" — karta marek.goslawski@put.poznan.pl
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[:g Application Loader

File Edit WView | Application Management Reader Tool
i EE <z Audit
Type ATD Load package
Card Manager A0 0 Install applet
Applet A0 0 Extradite applet
Applet AD D Personalize applet r
o 8 Application Loader SR X
Package ADD Set the application selectable
Fle Edit View Application Management Reader Tools Options 2
Package LU | oad and install =2 =T —E ot : == == S -
Package A0 0 : FEE ¢ 53
Manage card life cycle Type ADD Life Cycle State Application Privieges |  Fiesmmm— . <
Manage applet life cycle Card Manager A0 00 0000 03000000 01 (OP_READY) 9A =[]’ Pulpit
Applet A0 00 00 00 77 4D 49 46 41 52 4541 50 50 4C49 07 (SELECTABLE) 00 71| Marek
- ; + | [ Applet A0 00 00 0077 01 03 00 06 10 00 00 00 00 00 02 OF (PERSONALIZED) 04 I . Publiczny
S Load and install ﬁ package A0 00 00 00 03 53 50 01 (LOADED) Di‘_-: Komputer
Package A0 00 00 00 77 4D 49 46 41 52 4550 45 52 53 4F 01 (LOADED) E g:’ncel ctoron
Parameters file Package A0 00 00 0077 01 00 00 07 10 00 00 00 00 00 04 01 (LOADED) 0@ Kosz
| Load..| Save.. O Publikage —
= — 1 e [15% Bookmarks
n e |z Recent
Parameter Value -
File to load D:\Dokurnenty\PP_Studia doktorancki.
Package AID ADODODODB203010C 01
Class AID ADODDOOOOB203010C 0101
Instance AID ADDDOOOOG203010C 0101
Application Privileges 0o
Selectable Yes
DAP file 1 i | ¥
Security domain AID AD 00 00 Q0 03 000000 .
Mon-volatile code spac... ", |command: 80 CA DF 64 00 o
Load token Response: DF 64 03 00 5C 00
— . 90 00
Application specific par... i
Vimbatila A=t memsea s FEFEEIXEEFXEEIXERE XX R XXX LR XX LR
1 ¥ - Operation succeeded. w*
EEFEEFXEEREI IR REREE R R R RR RS |:|
5 e
! Expert mode 0K | Cancel g " Basic logger {PCOM32 logger / |
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Eg Application Loader

—_

E] |

¥

Command:
Response:

Loggers N - -

..... O Life Cycle State
[_]‘ Package

..... o AID

..... O Life Cycle State
=-%g Package

..... o AID

..... O Life Cycle State

A000 00007701 0000071000 0000000004
01 (LOADED)

01 (LOADED)

AD0D00006203010C01

80 CA DF 64 00
DF 64 03 00 88 EO
90 00

B e L T S R R S L

wE Operation succeeded. i
B T T T e T T T

01 {LOADED)

% Basic logger /PCOM32 logger %, Python logger /

File Edit View Application Management Reader Tools Options 2
iFEE 2 5 s G
Item Walue
=20 Card Content
- ISD
O AID AQ 00000003 000000
. O Life Cycle State 07 (IMITIALIZED)
- Application Privileges 9A
[-]‘ Package
..... o AID AD 00000003 5350

Files T - =

=[] Pul

4 LI

pit

OB marek

[ L, Publiczny
/% Komputer
& giec

D Panel steroy
O%E Kosz

11, MmCPLsS
[z Publkage —
L Temp

----- 5% Bookmarks

f HS Audit

)

Parameters file

Load..| Save..

Parameter

Card Manager AID
Key-set name
Secure Channel Protocol

Value
A0 00 00 00 03 00 00 00

Key-set diversified from tag 'CF, one master key
Auto detection

oK | Cancel
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e e e T —————————————

=& 15D

Extradite applet
Personalize applet
Set the application selectable

g Load and install

Manage card life cycle
Manage applet life cycle

Delete package
Delete package and all related applets
Delete applet

Load a new keyset in a Security Domain

J Fle Edit WView | Application Management Reader Tools Options ?

VR 2 Audit

Ttem Load package .

=23 Card Content Install applet ' S Load and install [

FParameters file

I_.u:uau:l...l ﬁave...l

Security domain AID
MNon-volatile code spac...
Load token

Application specific par...
Volatile data space limit

Install token

Card Manager AID
Key-set name

Secure Channel Protocol

¥ E=pert mode

Non volatile data space...
SIM File Access and To...
UICC Systemn Specific P...

AD 00 000003000000

AQD 00000003 000000
Key-set diversified from tag 'CF', one master key
Auto detection

Cancel

ok |

Parameter | Value |
File to load D:%Programs\PCSChjava_card_kit-2_2_1'samples\clas...
Package AID ADOODOODODG203010C 01

Class AID ADOOODOODG202010C 0101

Instance AID ADOOOQDODG203010C 0101

Application Privileges oo

Selectable Yeg

DAP file
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 GlobalPlatformPro tool
e https://github.com/martinpaljak/GlobalPlatformPro

gp.exe —1

gp.exe -1 —emv

gp.exe —emv —-—-1nstall helloworld.cap
gp.exe —emv —--delete A00000006203010CO01

PKG: ABBDPBBD6283018CHA1 { LOADED)
Version: 1.8

Applet: APPPPBBB62083010C8101



https://github.com/martinpaljak/GlobalPlatformPro
https://github.com/martinpaljak/GlobalPlatformPro

marek.goslawski@put.poznan.pl
+48 61 665 3680
+48 694 949 750

pl. Marii Sktodowskiej-Curie 5 (Wilda)
Budynek B1 (Rektorat), pok. 405

http://mcp.poznan.pl/



