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GP — Secure Communication

* Przygotowanie do zajec

— otrzymane od prowadzgcego karta JavaCard

* Potrzebne wiadomosci
— jezyk angielski w stopniu pozwalajgcym
na czytanie dokumentacji technicznej
— APDU
— arytmetyka szesnastkowa

— kryptografia



GP — Secure Communication

* Oprogramowanie
— Application Loader
— EasyReader
— BP-Tools (EFTLab)
— SmartCardSuite

* http://sourceforge.net/projects/smartcardsuite/
* mile widziane wszelkie informacje o btedach, pomysty



Stowniczek

e Secure communication
— Secure Channel
— Secure Messaging

« SCP01/SCPO02/SCPO03

— Secure Channel Protocol

 MAC
— Message Authentication Code

* operacje kryptograficzne zapewniajgce
uwierzytelnienie i integralnosc



Stowniczek

* Dywersyfikacja

— przeksztatcenie kryptograficzne pozwalajgce
na otrzymanie z jednej wartosci klucza (klucza
,matki”) wartosci kluczy statycznych/sesyjnych
indywidualnych dla karty

— rodzaje
* Card Serial
* tag 'CF’



Stowniczek

e KMC
— DES Master Key, klucz ,,matka”

* Kener Kmac Kok
— K-ENC, K-MAC, K-DEK
— klucze statyczne

* Sener Smacs Spex
— S-ENC, S-MAC, S-DEK
— klucze sesyjne



Dokumentacja

* GlobalPlatform Card Specification 2.1.1 er211]
— Card Spec v2.1.1 v0303.pdf

* EMV Card Personalization Specification emvepsi1
— EMV_CPS v1.1 20111123125920236.pdf

 EMV Integrated Circuit Card Specifications for
Payment Systems, Book 2 Security and Key
Management

— EMV _v4.3 Book 2 Security and_Key Manageme
nt 20120607061923900.pdf



GP — Secure Communication

e Zadania
— Zadanie 1: host/card challenge & cryptogram
— Zadanie 2: K-ENC, K-MAC, K-DEC
— Zadanie 3: S-ENC, S-MAC, S-DEC, MAC

* Przestanie na adres:

— marek.goslawski@put.poznan.pl



GP — Secure Communication

Host Security Domain

SELECT B——SELECT SecurltyIDomaln—>
4——SELECT Response —&

Generate host challenge |
INITIALIZE UPDATE ———p

Generate card challenge
Generate session keys
Calculate card cryptogram

<4—INITIALIZE UPDATE Response—

I\/Iutgal . ] Generate session keys
authentication Verify card cryptogram

Calculate host cryptogram

B——EXTERNAL AUTHENTICATE—p

Verify host cryptogram

APDU Interface

Figure D-1: Mutual Authentication Flow (Security Domain)



GP — Secure Communication

e Select CM

— 00 A4 04 00 XX <CM AID>
* 00 A4 04 00 08 A0 00 OO OO 03 00 00 00

* Select CM Response
— 90 00 - Conditions of use not satisfied



GP — Secure Communication

* GET STATUS
— 80 F2 80 00 00

* O0x80 — Issuer Security Domaln only
* Ox40 — Applications and Security Domains only
* 0x20 — Executable Load Files only

* O0x10 - Executable Load Files and their
Executable Modules only

e GET STATUS Response (1)
— 69 85 - Conditions of use not satisfied



GP — Secure Communication

* INITIALIZE UPDATE
— 80 50 00 00 08

01 02 03 04 05 06 07 08 0O

— Host challenge

- 01 02 03 04 05 06 07 08

Code Value Meaning
CLA '80'
INS '50' INITIALIZE UPDATE
Pl 'xx' Key Version Number
P2 'xx' Key Identifier
Lc '08' Length of host challenge
Data 'XX XX...' Host challenge
Le '00'

Table D-4: INITIALIZE UPDATE Command Message




GP — Secure Communication

* INITIALIZE UPDATE Response

— 63 61 20 49 4C 4D 31 39 34 32
01 01
61 C9 F8 E1 D3 D7 02 84
4F 1B 2A DF C4 1A 92 17

I Name I Length I

Key diversification data 10 bytes
Key information 2 bytes
Card challenge 8 bytes
Card cryptogram 8 bytes

Table D-5: INITIALIZE UPDATE Response Message



GP — Secure Communication

* Klucz ,matka”, dane dywersyfikacyjne

e

* Klucze statyczne
— K-ENC, K-MAC, K-DEK

e

e Klucze sesyjne
— S-ENC, S-MAC, S-DEK



GP — Secure Communication

* Klucze statyczne

— KMC (klucz ,,matka”)
» 40 41 42 43 44 45 .. 4A 4B 4C 4D 4E 4F

— KEYDATA = tag 'CF’
* 63 61 20 49 4C 4D 31 39 34 32

— Dywersyfikacja tag 'CF’



GP — Secure Communication

e Klucze statyczne emvepsia)

— Kene o=

DES3(KMC)[Six least significant bytes of the
KEYDATA || 'FO’ || ‘01" ] ||

DES3(KMC)[Six least significant bytes of the
KEYDATA || ‘OF || ‘01’]



GP — Secure Communication

* Klucze statyczne

— KEYDATA = TagCF = Key diversification data
* 63 61 20 49 4C 4D 31 39 34 32
— Kene =
DES3(KMC)[4C4D 31393432 ||’FO’ || ‘01" ] ||
DES3(KMC)[4C4D 31393432 || ‘OF || ‘017]

_'KENC
43 A6 D7 Bl 4F 02 D9 1A ||
EE 16 8C 4C 6A EA 02 D4



/7> BP-Tools - Cryptographic Calculator 18.04
Main

Generic  Payments EMV  Development

DES/3DES

Algorithm
" DES f* 3DES

Mode

{« ECB " CBC (" CFB-8 (" CFB-64 (" OFB-8 ¢ OFB-84

Data input

" ASCI * Hexadecimal

Padding: [1S09797-1 (Padding method 1) = |

Key: | 404142434445464748434 AABACADAEAF

4C4D313934320701

Data:

I\ T Tt
H LI R RO

321

[=3]

We have very nice office in Brisbane, why don't you pop up for a coffes?

[2018-04-17 21:35:04] BP-Tools - Cryptographic
Calculator is ready

3E 36 36 36 36 I I I I I I XX NN

[2018-04-17 21:35:06]
DEZ~3DES operation finished

HEXEX AR XXX XX A A XX XXX AR X XXX XA A XX XX XA XX XEX KX

Eevy:

404142434445464745494A484C4D4E4F
Algorithm: JDES ECB

Crypto operation: Encryption

Data: 4C4D31393432F001

Padding Method: I309797-1 (Padding method 1)

Encrypted data:
DES operations count:

[2018-04-17 21:35:12]
DEZ~3DES operation finished

HEXEX AR XXX XX A A XX XXX AR X XXX XA A XX XX XA XX XEX KX

Eevy:

404142434445464745849424B4C04D4E4F
Algorithm: JDES ECB

Crypto operation: Encryption

Data: 4C4D313934320F01

Padding Method:

1309 Padding method 1)

EE168C4CHAEADZDY

Encrypted data:
DES operations count:




GP — Secure Communication

* Klucze statyczne

— Kmac =
DES3(KMC)[Six least significant bytes of the
KEYDATA || 'FO’ || ‘02" ] ||
DES3(KMC)[Six least significant bytes of the

KEYDATA || ‘OF || ‘02’]

"KMAC
D7 02 BF C1 18 6B 89 F2 ||
75 30 OD D7 18 F7 9D 1C



GP — Secure Communication

* Klucze statyczne

— Kpek =

DES3(KMC)[Six least significant bytes of the
KEYDATA || 'FO’ || ‘03’ ] ||

DES3(KMC)[Six least significant bytes of the
KEYDATA || ‘OF || ‘03’]

_KDEK
e 1E 73 4B 43 1C 4D 97 74 ||
CA 48 65 0C 65 A6 A7 29



GP — Secure Communication

* Klucze statyczne

Keys Viewer

Klucz matka: MIFARE:

Dywersyfikacja:
TagCF

Mumer senjny karty:
4C 4D 31 39

ENC_KEY:
43A6D7B14F02D31AEE16 BC 4CGAEA D2 D4
SIGN_KEY:
D702BFC1136B33F27/5300DD718F73D 1C
KEK_KEY:
1E734B431C 4D 97 74 CA 43 65 0C 65 AB A7 29

oK




GP — Secure Communication

e Klucze sesyjne [cpr211, s.203]
— Sene S-ENC — bezpieczny kanat i szyfrowanie
— Syac S-MAC — weryfikacja MAC
— S DEK = szyfrowanie wrazliwych danych

— przynajmniej jeden zestaw obowigzkowy

Key Usage Length Remark
Secure Channel Encryption Key (S- Secure Channel Authentication & 16 bytes Mandatory
ENC) Encryption (DES)
Secure Channel Message Secure Channel MAC Verification 16 bytes Mandatory
Authentication Code Key (S-MAC) (DES)
Data Encryption Key (DEK) Sensitive Data Decryption (DES) 16 bytes Mandatory

Table D-1: Security Domain Secure Channel Keys




GP — Secure Communication

* Klucze sesyjne — generowanie
— Krok 1 — przygotowanie ,key derivation data”
— Krok 2 — obliczenie S

— Krok 3 — obliczenie S,

— Algorytm 3DES w trybie ECB



GP — Secure Communication

* Klucze sesyjne — generowanie

— Krok 1 — przygotowanie ,key derivation data”

Card challenge (8 bytes)

-
7

- g
,// Te—

Host challenge (8 bytes)

Card challenge Host challenge Card challenge Host challenge
(4 byte right half) (4 byte left half) (4 byte left half) (4 byte right half)

|

L

|

Derivation data (16 bytes)

Figure D-3: Session Key - Step 1 - Generate Derivation data




GP — Secure Communication

* Klucze sesyjne — generowanie

61 C9 F8 E1 D3 D7 02 84

‘// ,.,.,—"}

01 02 03 04 05 06 07 08

;’/’

D3 D7 02 84 01 02 03 04

61 C9 F8 El 05 06 07 08

.

.

D3 D7 02 84 01 02 03 04 61 C9 F8 E1 05 06 07 08

Figure D-3: Session Key - Step 1 - Generate Derivation data



GP — Secure Communication

* Klucze sesyjne — generowanie

— Krok 2 — obliczanie S

D3 D7 02 84 01 02 03 04 61 CO F8 E1 05 06 07 08
43 A6 D7 Bl 4F 02 D9 1A EE 16 8C 4C 6A EA 02 D4

\

39 8F 20 OC 2F 62 16 AE C7 F4 2B 96 B9 03 14 DO

Static S-ENC key (16 bytes)

v

Derivation data (16 bytes) ——#» ECB encryption

Y

Session S-ENC key (16 bytes)

Figure D-4: Session Key - Step 2 - Create S-ENC Session Key



GP — Secure Communication

* Klucze sesyjne — generowanie

— Krok 3 — obliczanie S,

D3 D7 02 84 01 02 03 04 61 CO F8 E1 05 06 07 08
D7 02 BF C1 18 6B 89 F2 75 30 OD D7 18 F7 9D 1C

7

48 DO 23 C3 F7 09 C9 8F E5 A2 11 94 05 78 64 1C

Static S-MAC key (18 bytes)

Y

Derivation data (16 bytes) ——» ECB encryption | ———
N

Y

Session S-MAC key (16 bytes)

Figure D-5: Session Key — Step 3 - Create S-MAC Session Key



GP — Secure Communication

* Weryfikacja kryptogramu karty [ep211, s. 205)

— Host challenge | | 01 02 03 04 05 06 07 08
Card challenge | | 61 C9 F8 E1 D3 D7 02 84
3000000000000000 80 00 00 00 00 00 00 00

— Sene 1ICV=0...0

— MAC Algorithm 1 with output transformation 1,
without truncation (CBC-MAC)

N, >
k k k
||
result

https://en.wikipedia.org/wiki/CBC-MAC




GP — Secure Communication

* Weryfikacja kryptogramu karty [ep211, s. 205)

1.

DES3 (S-ENC) [01 02 03 04 05 06 07 08]
= 3B Bo 73 43 FC 7E A4 31

xor 61 C9 F8 E1 D3 D7 02 84
= bA /F 8B A2 2F A9 Ab BS

DES3 (S-ENC) [5A 7F 8B A2 2F A9 A6 B5]
= 84 14 E6 AF A8 74 71 66

xor 80 00 00 00 00 OO 00 OO
= 04 14 E6 AF A8 74 71 66

DES3 (S-ENC) [04 14 E6 AF A8 74 71 66]
= 4F 1B 2A DF C4 1A 92 17



GP — Secure Communication

* Obliczenie kryptogramu hosta [ep211, s. 205)

— Card challenge | | 61 C9 F8 E1 D3 D7 02 84
Host challenge | | 01 02 03 04 05 06 07 08
3000000000000000 80 00 00 00 00 00 00 00

— Sene 1ICV=0...0

— MAC Algorithm 1 with output transformation 1,
without truncation (CBC-MAC)

N, >
k k k
||
result

https://en.wikipedia.org/wiki/CBC-MAC




GP — Secure Communication

* Obliczenie kryptogramu hosta [ep211, s. 205)
1. DES3(S-ENC) [61 C9 F8 E1 D3 D7 02 84]
= 3D DO 28 24 C5 A6 29 31

2. xor 01 02 03 04 05 06 07 08
= 3C D2 2B 20 CO A0 2E 39

3. DES3(S-ENC) [3C D2 2B 20 CO AQ0 2E 39]
= 29 D4 FC 97 EB 06 FE C8

4. xor 80 00 00 00 00 00 OO OO
= A9 D4 FC 97 EB 06 FE C8

5. DES3(S-ENC) [A9 D4 FC 97 EB 06 FE C8]
= 33 32 61 AB 11 05 1E A6



GP — Secure Communication

e Obliczenie MAC [6r211, s. 206]

CLA INS P1 P2 Le Data Field
—
(o]
o
& o5
o = +
w 52 |
Q
= .
Y Y Y Y Y y
CLA INS P1 P2 Lc Data Field Padding }
[
P /‘
4 N/ _
‘n‘ C-MAC Generation |/ C-MAC Session
 (full triple DES) /.K\ Key
\\J
\J \J \d \i \4 Y ¢
CLA INS P1 P2 Le Data Field C-MAC




GP — Secure Communication

e Obliczenie MAC [6r211, s. 206]

1. APDU: 84 82 00 00 10
33 32 61 AB 11 05 1E A6
80 00 00 (Padding)

84 82 00 00 10 33 32 61
AB 11 05 1E A6 80 00 0O

1. DES3(S-MAC) [84 82 00 00 10 33 32 61]
= 4C 1A 6B D6 AD LA 1D 77

2. xor AB 11 05 1E A6 80 00 00
= E7 0B o6E C8 0B DA 1D 77

3. DES3(S-MAC) [E7 OB 6E C8 OB DA 1D 77]
= 3C B9 C7 C5 48 9D 8C 11



GP — Secure Communication

* EXTERNAL AUTHENTICATE

— 84 82 00 00 10
33 32 61 AB 11 05 1E A6 ; host cryptogram
3C B9 C7 C5 48 9D 8C 11 ; MAC

Code Value Meaning
CLA '84'
INS '82' EXTERNAL AUTHENTICATE
Pl 'Xx' Security level
P2 '00' Reference control parameter P2
Lc '10' Length of host cryptogram and MAC
Data 'XX Xx...' Host cryptogram and MAC
Le Not present

Table D-7: EXTERNAL AUTHENTICATE Command Message



GP — Secure Communication

* EXTERNAL AUTHENTICATE Response

— 90 00 ©
— 63 00 ® ,Authentication of host cryptogram failed”

Zadanie 1: host/card challenge & cryptogram wystac na adres:
Zadanie 2: K-ENC, K-MAC, K-DEC marek.goslawski@put.poznan.pl
Zadanie 3: S-ENC, S-MAC, S-DEC, MAC



GP — Secure Communication

* GET STATUS
— 80 F2 80 00 00

* O0x80 — Issuer Security Domaln only

* Ox40 — Applications and Security Domains only
* 0x20 — Executable Load Files only
* O0x10 — Executable Load Files and their

Executable Modules only

Code Value Meaning
CLA '80" or '84'
INS T2 GET STATUS
P1 'XX' Reference control parameter P1
P2 'XX' Reference control parameter P2
Lc 'XX' Search criteria (and MAC 1f present)
Le '00'

Table 9-20: GET STATUS Command Message




GP — Secure Communication

* GET STATUS Response (6p211, s. 107]

— 08 A0 00 00 00 03 00 00 00 07 9a

* 0x08 — length of AID
 OxA0 00 000003 000000-AID
e 0x07 — Life Cycle State (Ox07 = SELECTABLE)
* Ox9A — Application privileges
0b10011010
0b10000000 = Security Domain
0b00010000 = Card Lock

Ob00001000 = Card Terminate
Ob00000010 = CVM (Cardholder Verification Method) management

Zadanie 1: host/card challenge & cryptogram wystac na adres:
Zadanie 2: K-ENC, K-MAC, K-DEC marek.goslawski@put.poznan.pl
Zadanie 3: S-ENC, S-MAC, S-DEC, MAC



marek.goslawski@put.poznan.pl
+48 61 665 3680
+48 694 949 750

pl. Marii Sktodowskiej-Curie 5 (Wilda)
Budynek B1 (Rektorat), pok. 405

http://mcp.poznan.pl/



